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Provocative question

Dependability in self-adaptive systems:
How to justify trust in the face of “unknown 
unknowns”?
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Short answer

• There is no option, we have to do it
– Dependability is one of the main goals of self-adaptive 

systems 

• dependable: able to be trusted to do what you need or 
expect

• Trust is not granted - It must be conquered
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How to build trust in self-adaptive systems

• transform “unknown unknowns” into “known knowns”

• How to improve awareness? Transparency
– Self-adaptive systems cannot be black-box

– What is the system behavior in the face of unpredictable 
situations?

– Can we understand or follow the system behavior?
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Idealized system architecture
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Idealized Enterprise 
Architecture

AI = Application Interfaces
CF = Common Facilities

DI = Domain Interfaces
OS = Object Services
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CF OS
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Example: Object Management Architecture (OMA)
from the Object Management Group (OMG)

Friday, December 4, 2009

source: Steve Vinoski, keynote speech at Middleware 2009



The reality...
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Enterprise Integration 
Reality

Friday, December 4, 2009

source: Steve Vinoski, keynote speech at Middleware 2009



Autonomic Computing

• term introduced by IBM in 2001by analogy 
with the autonomic nervous system

• the increasing complexity of the computing 
systems motivates models and technologies 
to build  self-managed systems

• key characteristics

– autonomic

– adaptive

– aware

• enabling technologies

– closed control loop

– supporting middleware
platforms

• 2012: Cognitive Computing
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interactions among autonomic elements as it will
from the internal self-management of the individual
autonomic elements—just as the social intelligence
of an ant colony arises largely from the interactions
among individual ants. A distributed, service-ori-
ented infrastructure will support autonomic ele-
ments and their interactions. 

As Figure 2 shows, an autonomic element will
typically consist of one or more managed elements
coupled with a single autonomic manager that con-
trols and represents them. The managed element
will essentially be equivalent to what is found in
ordinary nonautonomic systems, although it can
be adapted to enable the autonomic manager to
monitor and control it. The managed element could
be a hardware resource, such as storage, a CPU, or
a printer, or a software resource, such as a data-
base, a directory service, or a large legacy system.

At the highest level, the managed element could
be an e-utility, an application service, or even an
individual business. The autonomic manager dis-
tinguishes the autonomic element from its nonau-
tonomic counterpart. By monitoring the managed
element and its external environment, and con-
structing and executing plans based on an analysis

of this information, the autonomic manager will
relieve humans of the responsibility of directly man-
aging the managed element. 

Fully autonomic computing is likely to evolve as
designers gradually add increasingly sophisticated
autonomic managers to existing managed elements.
Ultimately, the distinction between the autonomic
manager and the managed element may become
merely conceptual rather than architectural, or it
may melt away—leaving fully integrated, auto-
nomic elements with well-defined behaviors and
interfaces, but also with few constraints on their
internal structure. 

Each autonomic element will be responsible for
managing its own internal state and behavior and
for managing its interactions with an environment
that consists largely of signals and messages from
other elements and the external world. An element’s
internal behavior and its relationships with other
elements will be driven by goals that its designer
has embedded in it, by other elements that have
authority over it, or by subcontracts to peer ele-
ments with its tacit or explicit consent. The element
may require assistance from other elements to
achieve its goals. If so, it will be responsible for
obtaining necessary resources from other elements
and for dealing with exception cases, such as the
failure of a required resource.

Autonomic elements will function at many levels,
from individual computing components such as
disk drives to small-scale computing systems such
as workstations or servers to entire automated
enterprises in the largest autonomic system of all—
the global economy.

At the lower levels, an autonomic element’s range
of internal behaviors and relationships with other
elements, and the set of elements with which it can
interact, may be relatively limited and hard-coded.
Particularly at the level of individual components,
well-established techniques—many of which fall
under the rubric of fault tolerance—have led to the
development of elements that rarely fail, which is
one important aspect of being autonomic. Decades
of developing fault-tolerance techniques have pro-
duced such engineering feats as the IBM zSeries
servers, which have a mean time to failure of sev-
eral decades.

At the higher levels, fixed behaviors, connections,
and relationships will give way to increased
dynamism and flexibility. All these aspects of auto-
nomic elements will be expressed in more high-
level, goal-oriented terms, leaving the elements
themselves with the responsibility for resolving the
details on the fly. 

Autonomic manager

Knowledge

Managed element

Analyze Plan

Monitor Execute

Figure 2. Structure of an autonomic element. Elements interact with other
elements and with human programmers via their autonomic managers.



Computational Reflection to provide Transparency

• definition: the ability of a computer program to 
examine (introspection) and modify (intercession) its 
own structure and behavior at runtime

• provides the essential mechanisms for autonomic 
systems to monitor, inspect and change the system 
behavior

• system divided into a base-level and a meta-level
– there is a causal relation 

between the two levels

• provides the basis for
transparency in self-adaptive
systems
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Some challenges ahead

• process and supporting tools to develop and maintain 
(evolve) self-adaptive systems 
– suitable programming abstractions
– model evolution / models@runtime

– debugging / traceability

– version control
– configuration management

• user interaction
– what to do when the

autonomic behavior fails?

• progress evaluation 
• call-center systems x cognitive systems x epistemic systems
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Multiple users and models
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Jazz Project
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Questions?
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